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Share with Care:

A Recent Decision
Demonstrates the Perils of
Sharing Links without
Passwords

By Stephen D. Palley and Peter A. Halprin

District of Virginia highlights a potential problem with file

sharing. A link to a set of documents that is not password
protected can leave those documents vulnerable to disclosure to
unintended parties — and may constitute waiver of attorney-client
privilege.

The recent decision, Harleysville Insurance Company v. Holding
Funeral Home, Inc., et al., is an insurance coverage dispute arising out
of a fire loss. Case No. 1:15c¢v00057 (W.D. Va. Feb. 9, 2017)

The issue before the court was whether, by using a non-password-
protected link to send claim file materials, the insurance company
waived attorney-client privilege and work product protections.

During the course of its investigation, the insurance company placed
its entire claims file in a folder on a cloud-based file sharing and storage
site and provided a hyperlink to its counsel so that he could access the
information. In addition to the claims file, the folder included informa-
tion from an insurance company investigator. Anyone possessing the
link could gain access to the claims file by clicking on the link, which
was not password protected.

During the course of discovery in the lawsuit, the policyholder’s
lawyer saw a reference to the link in a document, clicked the link, and
thereby had access to the entire claims file as well as all of the mate-
rials uploaded by the insurance company investigator. In responding
to discovery, the policyholder’s lawyer produced documents that were
downloaded from the file sharing site. The insurance company filed a
motion to disqualify the lawyer for what it characterized as “unauthor-
ized access” to privileged information, citing attorney-client privilege
and work product protections.

The District Court disagreed with the insurance company’s position
and ruled that the attorney-client privilege and work product protec-
tions were waived. Key to the court’s ruling was the fact that the link to
the filing sharing site was not password protected. And, as such, “the
information uploaded to this site was available for viewing by anyone,

o recent decision from the U.S. District Court for the Western
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y anywhere who was connected to the internet and happened upon
Who S the site by use of the hyperlink or otherwise.” In short, the insur-
ance company knew or reasonably should have known that by
using an unprotected link, third parties could access the material.
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Halprin also acts as counsel for
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The information appearing in this newsletter does not constitute legal advice or
opinion. Such advice and opinion are provided by the firm only upon engagement
with respect to specific factual situations. We invite you to contact the editor
Mark Garbowski at mgarbowski@andersonkill.com or (212) 278-1169 with your
questions and/or concerns.
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